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thierEUropeanispacennaustyfancitechinigues
oiFthernrdimplermentation:
[fearn how terassess andimanage chtical
system software gquality: in an liy project.

Gain basic hands-on eXperience in bug
tracking and reporting in a seftware project.
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. RPlanning o \Vily PrOCESSES.
. Static analysis technigues of seftware systems.

. Error, program and environment models in software
testing.

. Black-box (functional) software testing strategies.
. White-box (structural) software testing strategies
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SpPAaCeE Product assurance - Software product
assurance, ECSS-Q-SI-80C Rev.1, 15 Eebruary 2017,
European Cooperation for Space Standardization,
ESA-ESTEC, http://ecss.nl/standards/ecss-standards-

~

on-line/active-standards
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15 Definition of tests for selected functionalities

L2 8 15 Test execution and reporting

P 15 30 Documentation of the testing process according
to the ESA standard (ECSS)

T 8/15 40 All weeks (lecture part)

= 100 ...of the final score
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E. Error, program and runt-time
envirenment models

E. Black-box (functional) testing

G. White-box (structural) testing
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MAINENECE,

validation

Integration testing

/

unit testing & debugging

varificatior

Implementation
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SpPEcIhication

— Arewebunding the rignt product?
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s \/erification

ASSESS Whetner the product of a given
phase meets the assumptions made at
the beginning of this phase

— Are we building the product right?
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» A library routine for sorting matrices
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» A library routine for sorting matrices

— Does the object refurn & sorted matrix?
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—\Vernhcation

» A library routine for sorting matric

— Dyes the obigct return & sorted matric?

— Dees e obigef sort patriess?
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» A library routine for sorting matric

— Does the obizet return & sorted matrix?

—\/ernhcation
— Dogs e obizef sort metrices?

—\Validation
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run-time environment
models
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run-time environment j§ program
models models
bugs
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run-time environment | program error
models models | models
bugs
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Instrumentation

run-time environment
models
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Instrumentation

run-time environment
models
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test scenarios

Instrumentation

run-time environment
models
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test scenarios

Instrumentation

run-time environment | program
models models

bugs

test strategies
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testing

test scenarios

. : test
Instrumentation
cases
run-time environment | program error
models models | models

bugs

test strategies

>

© Bogdan Wiszniewski, 2024



beha Viors

© Bogdan Wiszniewski, 2024



4| |. SN IESIHCONPIEWONRCIILETION

4l . A 5@: DIEST g,!jgj Jgﬂmyg/ yJJgJ

© Bogdan Wiszniewski, 2024



4' |. SN IESUNGFSTH SLETY

l . ARSIl TI ES N IESETECHTILMNESS
| | CASESNONINPOSSILIYSITITIE)SSEL
zle cojrelinle) fe) Seifgls) zlefe)e)cslel
CHLILEION

© Bogdan Wiszniewski, 2024



Sysiarnziiic 0osaryzition efF ifle
expscisel g2pzivier of zig [T
OIOLUGCIRCONGUCLECNTINA
SUPEIVISENITIONE

© Bogdan Wiszniewski, 2024



test case

(255t efasife)r)

fest
scenaro

testiimplementation

test execution

result evaluation
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step environment

1unitD driver D

2 unit F driver F

3 connected units E+F driver E

4 connected units D+E+F+B driver B, driver E
5 connected units C+E+F driver C, driver E
6 connected units A+B+C+D+E+F --
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. step environment

| | 1 unit A stubsB & C
2 connected units A+B stubsC,D & E
. 3 connected units A+B+C stubs D & E
<| 4 connected units A+B+C+D stub E
5 connected units A+B+C+D+E stub F
6 connected units A+B+C+D+E+F  --
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features

category

systems

functionality

does
volume voluminous input data
stress input data of high
intensity
usability user-friendliness
security break-in attempts
performance  system dynamics
measurements
storage memory use

configuration  optional system

configurations
© Bogdan WIszniewskl, 2024

every "what" the system

dedicated systems

file/Big Data systems
RT (control) systems

system HCI
secure systems
RT (control) systems

memory critical systems
S/H upgrades

38



" Sysitem tesiin o)

l l I category features systems
compatibility  older versions data new releases
l l I installability  installation procedures complex installation

reliability statistics (logs, incident  characteristics

(MTTF, MTTR)
recovery »aestructive’ data fault tolerant systems
- serviceability  maintenance procedures  administered systems
documentation useful in testing? administered systems
procedure required personnel command/decision systems

activities
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— requirements speeification
Acceptance: phased, final

“o-testing’: customers test the preduct at the
developer's facility. (laboratory).

“B-testing”: customers test the product at their

own facility (laboratory)
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B. VVI processes: |
valigation, verr
testing
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—petter understandingrofithe
Product
— decision criteria for the life-cycle

phases
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y h Life-cycle phase

a)
Requirements baseline - / \ 1
(RB) Technical specification (\E’J_ \) Lr\Q m.l 0 !

E ! (TS)
J e DEtaIIEd deS|gn _agbzgi !gi k’

Software val idation

O

©

DeIivery &
acceptance

Software verification

Static & dynamic analysis

Management

Maintenance

© ® ©000

CLIENT DEVELOPER CLIENT

>
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||. Life~cycle orocasses

(ECSS)
4ll.—

. seojuirennsnes ozisline (R3)
<| =HilnctenaifianupERoRaiCENEYUINEMERISHOFIEPIRREC
SEIWaENIOVICEC Y AtErCIIENT

4' .ofe@;muuﬂ@,.!u S pesﬂu‘ﬂgqsﬂumj rs)
-O AlFSPE ' PElcal IMoede OH-
| Supposed to do,
= physical design of the soeftware structure mapping ndividual
functions of the logical moedel to its components,
= definition of contrel and data flows between them, the first part
of the answer to the question of ow the software Is supposed

e software

to do something).
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Life-cyecla orocaesses
(ECSS)

=) el ECREIESTHN
= GESIgRefalCotmMSaReiE a s CLUIESH{[hYSICANTOUE]) FilieE
SECONU P OIRIEraNSIWEIROMIE cJJes ORI GIHIGVAREISOIWAlE
ISTSUPPOSEU 10/ 6O SEMEING;
= Justification ur clll J:).)l Iejfie .Iscbum
mplementation of tnits (cede writing/deneratior

testing offcode units terdemonstrate theircompliance with
reguirements.

o Software validation

= Demonstrating that the system meets all assumed guality
goals—> qualiy/attRoutes
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Life-cyecla orocaesses
(ECSYS)
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SECONUNANOIRIETARISWEFIOMIIE ches ORFCINIGYVAHETSOIANE
ISTSUPPESECTOIEEISOMEINING,
JUStificaton ei el deSIgNIUECISIONS;
Implementation eff units; (Cede Wiiting/generaton),
testing offcode units terdemonstrate theircompliance with

reguirements.

: _ Functionality
o Software validation Performance

= Demonstrating that the system n- .
> goeals— guality attautes Deper]dablllty
Security

Usability

>
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= testing off cede units to' demanstrata thair comnliance With

reguirements.
e Software validation

= Demonstrating that the syste
goeals—> quality attautes
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s lmplementation
= create code units (coding, adaptation, modification, autematic
code generation),
= |ntegrate system units
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(ECSS
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IVET CCEPLANC:

J hstallithe's p.sm IS ,,!rJar EnVvirenment,

= ASsess It fermally based on the created decumentation (RB &

- T9).
o EXploitation
= Provide support to the end system user (installation, engoing

administration, etc.).
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. Life-cycle grocesses
.(EQSS)
4ll—

Vel Y EEN T

= proejectil RGN ECUVIESH CHECKPOIMISIPIOUUCISECHRIGUES ARG
PIGCEUUIES))

= fiSkidentfication; coUuntermeasure metnoas;

= principles olierganizing and conducting reviews;

= management of configuration and infermation flew in the team,
time, budget and risk

= ECSS management standards ("M’ series):
0 ECSS-M-ST-10-01C — Organization and conduct of reviews
ECSS-M-ST-10C — Project planning and implementation

ECSS-M-ST-40C — Configuration and information management
ECSS-M-ST-60C — Cost and schedule management
ECSS-M-ST-80C — Risk management
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» SRR = System requirements review:

9_)13 - pre Jumumqry JaJUJm w\/uawu

- -
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correctly reflects all basic requirements

DDR - detailed design review:

— Assessment of the possibility of moving to the next phase (all units
designed correctly, realistic testing and integration plan, sufficient
budget, unresolved issues addressed, existing software may be re-
used)
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s AR - acceptance review:
— all required test cases performed and completed correctly by a
given software version in its target environment,
— final approval of the product.
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*Actual system completed and “flight qualified™ through test and
demonstration (ground or space)

Jfeeninioloe)y — TRL7 J
Lr@a émm] eSS u g\y/ gu S =System prototype demonstration in a space environment
(INAS AV)s — TRL6

*System/subsystem model or prototype demonstration in a relevant
environment (ground or space)

L

sComponent and/or breadboard validation in relevant environment

TRL4
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A SIUNCUONISIEqUILEUAAY
satety
0) | 2al (O I
infrastructure)
maintainability
can always be brought to a state in which any required function
will be performed properly
security

correctly and completely achieves only the goals consistent with
the owner's intentions
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« RAMS characteristics
— reliable + available + maintainable + safe
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Severity number (SIN):

Loss of life, health or permanent disability of
crew members or ground staff

Progressive [oss of the system

break-down
(propagation Permanent loss of connection to the manned

of a series of flight control system
failures) Destruction of the launch pad

Serious damage to the natural environment

>

>

AN A A A A
A\ 4
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Severity number (SIN):

Temporary inability to perform certain
activities or illness of crew or ground staff

Serious damage to the link to the manned

c_g flight control system
> k=) 2 Mission loss  Serious damage to ground infrastructure
|-

@) C . . .
Significant damage to private or public
property

> Other environmental damage

>

NN N L A A A
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 Severity numper (SN):
AN

Significant threat
to the mission

3 Mission dependent

Minor threat to Mission dependent
the mission

Negligible Significant

NN N L A A A
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— critical (category 'B")

— significant (category 'C')

>

)

D

— negligible (category

59
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— Comoransnsive eleseriotion o i
(Ezirejein) Snvlrenrnisne

= ACEE RIS HIECSIOIREERS :5y:51;@nm ANURCUEVICES
ORSENRVE LS OPEration
Possible system malftinctions and ways to
eliminate their effects
Specihication of the mitial system settings

SpeciIfication of User scenarios
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CONSISTENIT
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AllFharcdwarerandisoitWwarenmplementation imits
have beenridentified

An approeprate verrfication method 1s defined for.
each reguirement
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lmy pﬂevvjq ,J:er:s (LORGONISH)-

conrectly, conS|dered (processes/threads LhEI;
PHGHLIES, Synchronzation mechanisms; FESOULCE

shanng management)
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- Veriilezition o wne sysiisn eleezijlsel efsisiejn o)y
olavelooars (o elo) [lsit)s
— Is corraet; lntsrnellly conpsisiant cinel elez
SYSLECl CHIECLUTERESIUN
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o elater dridry poine cuel tricieiors, measerement et collzetion oines

ONCIp Oy ATy andanyariansyalues ik ey splaces 0 eSS ySteHis i iictiy e

(1)
=3
S
—h
o!
2
u
(13

o) (falblff Tl {detion eessiiels
ability, to perform maintenance and operationallactivities

all’'dynamic aspects of System operation are correctly
considered (processes/threads, theilr priorities,

synchronization mechanisms, resource sharing
management)
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ILSES UGN EST g'J conisnt consistsint wWitn reejulremsnes
('S, RB), zirenliseivrs sipel efsitzijlsie] efssiejn)
ISSCOITECIERLES U EXNC RGO IV IRESTUNISHEC!
cojelinief Sireinjeleirols

=il oo} PlEerCONSEQUE,

controlfoithercode

thiere are no memonry leaks

100% code execution coverage for assignment and
condrtional’ statements 1n the event of possible

@

catastrophic (category A’ or critical (category 'B?)
CONnsequences
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JVeriflesition o s vnle ssiiine) ol cinel resules o)
olavelogars (to elo lisio)s
S UNNSLES TS ENCONSISLEENTMNVIEREESSYSTEIC ESTYRNANIC
FEYUITEIMERNISICOCUMIENILS
= EdChitmistestEensureseXxarmnmngicifl east):
o geveniion gf duelr eopdiiopul egdz siaizieni ((nile, for, 1y) jor ine Hii valigs gf iy
Predicaie
O dCCESSN(readiornrite) toreachrglobaiarianie
O INpUGdataroutsideroitherrvalid ranges; CausINOANCorreCEIUNCUon Computations

O ghvelumeintensity datainputsitortesttherunitis periormanceimits as'Specifiedin
the requirements

all results obtained are as expected and the completion
criteria for each test have been met

all' unexpected results and anomalies of each tested unit

are documented In the report.
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— obtained results ebtained are consistent with the
eEXpPECted ones
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‘V/erﬁuugaﬂ n o Ens Sysiesien Valllelsition orocsss 0)Y
olavelogars Wire R zinel TS elocurnsines (fo elo)
ISHE

SHESUIESIOIREHEN2UT O AW OLNPLOCESSAVETENOL U NEC
PASEUIONFEESTE CASES  LESTPILOCEUULESHINISPECHONS
and design reviews CoVverng the entire scCope. @
reguirements mcludedimahS/RBrdocuments

— all’ebtained results of the validation Process are
consistent with the expected ones
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- ‘V/erﬁuu-gas] ofl oif LIS SYSitSa eloeuSnitzition )Y
olavalooars (fo elo |isio)s
SN ENCONLETNRUIRHIERC OCUTIEN A ONHNMSEAU ECUSLES
cCoOMmpleEterantiCOnNSISLEN:
- JUU J mmmemr_rs Jw\g) pu'@puma_l wﬂmﬂmj therceadlines

— management off the process of creating/merging
documents follows the previously defined
procedures
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S time analyzes were updatedrat the detailed
construction stage...

. ... and (again) repeatedly, during code verification,
unit testing, and Integration phases (based on

Information collected during dynamic analysis of the
target system code).
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/£ volvme anel stress e, et it anellor sozeial valees

VA ESUNOEISYSEMGGIIAONSOl EIOREU UCENEIETIECISIOIIELLONS
(SolElaulisysEmsHiaul Bl erantsySemMSMErACUESYSIENMS)

V4 COrrectoperauoninvarious valid,configurations ofthextarget
environment (SUupervised:made)

v. data interfaces (protocols, data ranges, time dependencies)

v/ USer: interfaces (average USer error rate, average time to learn)

© Bogdan Wiszniewski, 2024



HESHCESTUNNLESIESCENIUS))

VA0l UNMERUTUSESSHES ISR UG I IU /OIS DECIUA/UUES!

VAESUNOEISySEMGEHITAONSOl EI0REU UCEN eI T ECISICIELLOrS NSOl =
Latissystemsati Glol EranEsSySIEMSHIMELACUNEISYSIEMS)

V. COrrect operation invarious valid configurations ofithe target
environment (random maode)

v. data interfaces (protocols, data ranges, time dependencies)

v_ USEr interfaces (average USer error rate, average time to learn)
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] i o, dafebases anel
SELUGESIGANIE: wuygﬂ MG rcw«f' CONONUING J@m MJ eloge aftereirels)

£ conelvieting introelvetony frainine for the anel usar s (o auan evelie
HAEQUESIEUAIMRE)

VAaOroOVIdINGrESOUrCES AN M OrMati O MECESSAR/ L0 CAr A OUGUIE
installaton

va testing thersystem ability torisolate or reduce the effects oferrors
(soft=failisystems; faulttolerantsystems; Interactive systems)

N
@
gé
@3
L&
\—-")
| —
=
t‘
f-T'
r:‘
(s
=
'?E
()
(
(‘
tq
T &
i
s 5

. &
2
=
(g
— =2
C
L&
L

v- documenting all'relevantevents (incidents) during installation
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—

ine reciogisne (elisnt) ursozires s sieesotzines
LESUNIL plam
_h_] y

SN PERIOINSEAIINESTSESHECHITECINT IR TE!
a@g@puuuu u\gssﬂmg o) l=ini

©

s ®

P =

> e,
Q ©

SQUICE code (')
vaevaltiatonolalliiontaineditestresul s mustreiettoRE

developer and recipient periorm a formal
acceptance review

v_ after completion ofithe software delivery; installation and acceptance
PrOCESSES
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descrption o properties andhow they: could
OCCU,

3. liesting strategies

—  capable of detecting anticipated problems
should affect their definition

— project plan, Pareto effect

© Bogdan Wiszniewski, 2024



4. Proguct delivery.

— Inerementaliintegration with engeing
analysis/testing, monitoring trends of
detected anomalies

5 Change management, staff

training, tools
— project plan, Pareto effect

© Bogdan Wiszniewski, 2024



Test log

Incident
report

Test log

>

Incident
report

Test
> summar

© Bogdan Wiszniewski, 2024
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NN N L A A A

Test olocuinne
(IEEE gtdl.)

Test item
documentation

Project
documentation

Test item

Test plan

Test design
specification

Test design

Test design desig
specification

specification

Specification
of test cases

Specification
of test
procedures

Test item
transmittal report



ENIESIAOIE

— Fipnie »gmeJJU&-)g MNESLONES/CHECKPIOINLSS
Mic2PeEMeENrtiles:

- Ta:su Jasﬂgm S ,)egﬂu‘ﬂg.asﬂqm

of test CaSGS structure

e Specification of test cases
— Input data and expected results, entry.

and exit conditions, events and
expected reaction
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>

>

— Conditions to be met by each test
procedure

¢ Test item transmittal report

— method of delivery and format of items
to be tested

© Bogdan Wiszniewski, 2024



. 2 st Jojof
4 | | | L - - 1 | L
— rsicojrolsiol cler)V/iElss inlel ofsiizl
4l . s NCICENFTEPON:

- e \ Y Y \ o "‘ r.Y\V
s [ EEUIITALTIGIUTLNIE

[ 0" nl olsipl
Investigation

e [lest summary.

— decision of the project management
staff and conclusions

— 5'
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SRYISHOSTHONHROIFEESTRLETNS
SREXCEPHONANSTUAONS
- Exp@m]mmsm sa:sss

© Bogdan Wiszniewski, 2024



Sl LETTIE
SWETSION U OCUMENTEAL O NESPHONSTOIENIETS N
E W@'squgl @u J@UD\/@}W“

Status

— deviations from documentation, Previous
version and/or plan, any modifications in

Progress

e Authorization:
— person approving disposition

© Bogdan Wiszniewski, 2024



. AnY lnelelsnie oltifinie) Enls <o rinnenie
<| | [ECUIRNGREX{I NI OXIE

. SNnpUiticateriexXpected eESUltS TobSEred
4' «lqunmJUﬂasg Js_vs@) JmJ 1sﬂme,{r, :sse)p ﬂmJ sme

repetition attempits, people performlng the
test, WItNESSES

e Determining conseguences Wrt:

— continuation of the test plan, test design, scenarios,
etc.

© Bogdan Wiszniewski, 2024
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>

>

> VJJJS_IJJ/ INSPECT the Coue OFr: Jeajgm
Ol & SyStem component to detec

— Errors,
— deviations from project stanaarads
— MISSINg Or INncorrect comments,

— potential portability problems,

— other problems not "machine checkable”

© Bogdan Wiszniewski, 2024
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4" -
4 RS Software insesctions
—

e

Ci;

l . 2 Unpsesetion 1S nojt 2l ozt
< | UESIONMPIGCESS:

l =G ECISIONS AEMNOIMAC ESOCUSION

< INCIVIGUUNSSUEST ORIy, S U0ESHIOESUYUEST:
cChianges or corrections; HUL

— allews te detect, identily and remoyve
defects and formally confirm product
guality

© Bogdan Wiszniewski, 2024
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initiation
entry

planning
nominated .-

A/

entry criteria

> participants
draft

proposal

> ~ Steps draft proposal

distribution -

~
~

document

> approval T~

© Bogdan Wiszniewski, 2024

Softwealrs insosctions

kick-off
meeting

individual
control

editing

i continuation

individual
control

wrap-up
meeting




2 s eseition wezinn mismosrs (rolss)

— Aurenioirs orez LECINUAAEN VORI OU UCANIET I
IISPEGCIEUS

= VIO ENSUOI NI ECCE) NI IS IENT IS PECH ORI
COOLAINIALESHT:

—INSPECLOr: exarnines: the Work: proauct to
iadentiy. possible defects.

— Reader: reads through. the docurments, orne
Iterm at a tirme. The other inspectors then

point out defects.

— Recorder/Scribe: documents the defects that
are found during the inspection.
© Bogdan Wiszniewski, 2024




v |
| |.
- Raviaws
4ll—

4' |. veb,)ew (,)uu ojrzirnpner) leziels ine
LEUNRILOUGHRRSEIECLE GG MENTNO);
l . @qJe
y am asksS questions anc

Comments on poetential errors

(1)ra narrow and nighly interactive technique

© Bogdan Wiszniewski, 2024



v |
40" )
4 RS Soiftwalrs auoelles
—

ASSESSINHURSOHMWANENINUCESSES amg'J
',)'L)JLJ uets jor connolizines Wit

\JJUJ' nmemssg Sic lmJJszg ziplel
contracticl JQW@GM ems:sg

accuracy, and functlonallty while
reducing legal risks and optimizing
performance efficiency;

Strictly defined criteria and goal,
Independent assessment team

© Bogdan Wiszniewski, 2024



v |
a4 |
A Softwelre 21uelles

=ECH Tl R CNERNEFS OV ANENS
CIEVEIORECNILHNNESHECIRLONNCUSLIA
s@amjeﬂamﬂsu

protect sensmve mformatlon

= Usapilityrand-accessipnnty audnt (LX
audit): there are no Issues with User
Experience In the already-deployed

software.

© Bogdan Wiszniewski, 2024



||l ldentifieation of erfticzl
0 eHenmem S
4'|—

> reillure Vleels zipel Critiezi ] //EJenmem; ANSUYSIS
4| | (EVIZECA/EVIZA)

. SIINASASSINCENNENIO 6OSECUITENUYALNEFSHACE S VIO 1)
< l muguew JmJ Juwsqmmqmﬂv\s INCAUSTHIES

—analysis ofi the effects of defects revealing
Individually in the products of the
architectural/detailed design phases, production
phases (coding, testing, integration) as well as flaws
of the production Process Itself

— most (>80%) defects are detected In the production
phase

© Bogdan Wiszniewski, 2024



SLE[ISE

el prtiflezition of Sysitsin elsmisnies cinlel csleflvities of Enls
PLOUUCGHONNPIOCESS!

2, Lisie zill o ,)szmmu zl] o ,.)LI'JJ‘J\.A. CETECES ANGRETNTOISHNNEE!
GV ES I ORINICIVIGUaINPHASES GifthENPROCUCHON
PLOCESS

LISt alll probable consequences ol the potentie
defects andferroers

4 LISt poessible causes of the identrfied defects and
Errors

5. Analyze all identified defects to :

a. assess the materialization of risks
b. planning risk mitigation

6. Implementation of preventive actions and monitoring

their effectiveness.
© Bogdan Wiszniewski, 2024 93




(EVIEA)

> Critiezllliny (CN) 1s Ene connoinziiion of snel sifisee
erelozieiliny (PN) zinel saveiiey (SN €N = SN e PN

— Critlezllty numosr (CN) o rzinlc tne sk lavels
— Savearity punosr (SN) o) Lr:.smms :ssvsuﬂt:y TOIEHENVOISIECASE!
ENaE adverse endretfe Pl State; ergL catastrophme (4);
critical (¥); signimcant (2); negligible (4);
Probability number (PN) torclassity o the ranges of
probabilities off propagation of the effects ofi revealing a

defect beyond the analyzed system unit, e.g.

> High P>101
Moderate 103<P< 101
Low 10°<P< 103

> Negligible P<10°%
© Bogdan Wiszniewski, 2024
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Probability levels
] 10-3 10-1

Catastrophic 4

Critical 3

Significant 2
Negligible 1 1

>

> — the analyzed unit 1s critical when:

can always lead'to a system catastrophic failure regardless of:the defect
propagation probability level or its index CN>6
© Bogdan Wiszniewski, 2024




PrLOgran;

environment

© Bogdan Wiszniewski, 2024



l
4 |. Wnere olo arrors conne

fronn?
4' e

4' | s ENET OIACONGCEPL:
. - Ewuw CEetECLoN
o

) ) a5
€ ."1-.1' >

undertest
o Sources of errors

*© Bogdan Wiszniewski, 2024



.'Ll”mu conecsot of 2

.J)U'Q)PJU'?\MJ error
4'|—

2 Projo|rzinn rror
=l IREVET IS NN EC NIV ACRUSEYSOISL €'
ojrojejrzinnl S n\V/IreinlnniSnie,
= HHENPHLOYIAMICOUENIOEUCES AN
Unexpectediresulit

— the program crashes
— the program Is unable to perform seme of
Its functions correctly.

© Bogdan Wiszniewski, 2024



l. 2 Projoii oif correein eSSy

ODjectVve: £0) O)roVys thzIf if)S
oregrzien IS fres of
2 Fro)t £ . g

/e

Environment: axioriatic

Reasoning: aeauction

© Bogdan Wiszniewski, 2024



LONUENTIOHSH ALE:
/l":l I~ A v"’..vr' o
nas errors

Environment: testing or target

Reasoning: /nductive

© Bogdan Wiszniewski, 2024



Envirenment: testing or target

Reasoning:  rmmetrics, characteristics

© Bogdan Wiszniewski, 2024



> Liniejuiisitie ppieeriess

— Lines of coels (LOC),

— Srzirspene counte (S6),

SHIUSTEAQCSHNEHICSE
tructurall metrics:

—Cyclomatic complexity (Mcahe)

- Functional metrics:
— Computational complexity: (time,

memaory)

© Bogdan Wiszniewski, 2024



N Preejrzin lsinie)in

! EO)C = np, 2 fejer i, - 1) 2 elelnl,

N, operators, N, operands
N, unique operators, n, unigue operands

© Bogdan Wiszniewski, 2024 103



e Estimated number of errors

N, operators, N, operands
N, unique operators, n, unigue operands

© Bogdan Wiszniewski, 2024 104



- N\ -F 2P

Neirigee of geleigs (L)
NUMBERGRNEEAES (IN);
NUmMBEr of:connected components ()

The maximum number of linear, iIndependent paths
through a program

© Bogdan Wiszniewski, 2024



»
al Cyclomzrtic conmolesdty

\

L=2 N=5, P=1
V=252 =1,

L=4 N=4

P=1

W= A=45%-2/= 2

L=4,N=3,P=1
M=4-3+2=3

© Bogdan Wiszniewski, 2024



/B

l
al Cyclomzrtic conmolesdty

= IVIISSING Orreaunaant: paun

= Number of (paths) test cases > M

(1) Control flow direction Is not taken into account,
e.g.M(if-then-else) = M(while-do)

e |[gnore language (syntax)
complexity

© Bogdan Wiszniewski, 2024



4| |. S CONNPIEXA EVEIN U OIAEITNIS)E

|. SVITIBOIES N CorpIExity Example
4| | o) consiant hash tables
G ) \ y g ~s 41~ |5 y ’ ’ [

linear,
B(nilogm)s limeanthmic East Eounernhiransiormi(DEly)
Q) polynomial path tracking (rebots)

© Bogdan Wiszniewski, 2024



SEREGUITEMENITLS
SPECIHCALIONE

SR COMPIEIENESS
=N CONSIStENCY.

© Bogdan Wiszniewski, 2024
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2 Cooline (Ttrainslzition ™ o 2in)
zllejo)rliEninnl dniLe) Seipnlie olroie)rzinnl
COUE):

— izl (Y oos; enmissions,; i,

— aaisivipleleirsiezipielinle) SepnzipiEles oif (Enls
Implementationfianguage;

—Not understanding semantics ofifthe
algoerithm,

— nNot understanding (knoewing) the
requirements.

© Bogdan Wiszniewski, 2024



i
| |. Vloedlals

2 Projejrzinn

~ Conieroll (fle)ws

— State transitions

© Bogdan Wiszniewski, 2024



4| |. 2 2rrors

. S Control oW, Errors:
<| = yata oW ENTOrS
— State errors

—iext anoemalies

© Bogdan Wiszniewski, 2024



SSeUeEnaINSHEaN)PLOCESSING

—Evenramyvenrseguentici
OLECCESSING

— Concurrent precessing

— Parallel’ processing

— Distributed processing

© Bogdan Wiszniewski, 2024



public class Buffer {

int
ipt
opt
len

/**

Imnii =2

= 10; //total buffer capacity
0;
0;
0;

//1input 1ndex
//output i1ndex
//current buffer load

shared resource **/
char *pool = new char[N];

/>** consumer **/

/* 1

/* 2
/* 3
/* 4
/* 5
6
7
8

/*13

*/ public synchronized char get(){
char i1tem;

*/ while (len == 0){

*/ try {wait(); //buffer i1s empty

*; }catch(Interrupted Exception){

*

*/ } //semaphore opened

*/ 1tem = pool[opt++];

*/ it (opt == N)

*/ opt = 0; //modulo N

*/ —--len; //one element taken

*/ notifyAll(); //buffer is not full

*/ return i1tem;

*/ }

/** producer **/

Vi
/>
/>
Vi
/>
/>
Vi
/>
/>
/*10
/*11
/*12
}

OCO~NOUITRARWNE

*/

public synchronized void put(char item){

*/ while (len == N){

*/
*/
*/
*/
*/
*/
*/
*/
*/

try {wait(); //buffer fTull
}catch(Interrupted Exception){

} //semaphore opened
pool[++ipt] = i1tem;
1T (ipt == N)

ipt=0; // modulo N
++len; // one element added

notifyAll(); //buffer i1s not empty

*/ }

Excinnole

» Shared table pool with N

elements
« Method Buffer.get () to

fetch one character
* Method Buffer.put () to

insert one character




Buffer.get()

opt!=N| —-len

notifyAI D

return item

Buffer.put()

o supstitution (none or one outgoing
edge/branch)

o conditional (two or more outgoing
edges/branches)

notifyAI D

©




>

Events

LS

len!=0

1tem=pool[opt++]

notifyAll1()

return item}_

O

Buffer.get()

Buffer.put()

o Petri net:
- non-determinism
- asynchronism

pool[1pt++]=1tem

notifyAll1()

[ return item}

®




» Data flow

Buffer.get() Buffer.put()

o Instruction level

© Bogdan Wiszniewski, 2024



>

Data flow

Buffer.get() Buffer.putO

o communication level
(threads)

119



State transitions

o Buffer (finite) state machine

© Bogdan Wiszniewski, 2024 120



Path (EXecUtion) CoNaItions:

p,(X) = (len, = 0) A (opt, +1+10)
P, (X) = (len, = 0) A (opt, +1=10)
p;(X) = (len, =0) A (opt, +1+10)
p,(X)=(len, =0) A (opt, +1=10)

D(ps) opt

44444444444444444
ooooooooooo

JJJJJJJJJJ

OOOOOOOOOO

0000000000

OOOOOOOOOO

000000000

OOOOOOOOOO

len
. ———b—bt>
© Bogdan Wiszniewski, 2024 0l 1 234567 8 910




NN N L A A A

>

Control flow arrors

3. ‘Subcase’ (missing path)
error:

© Bogdan Wiszniewski, 2024
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Control flow arrors

Left side

© Bogdan Wiszniewski, 2024

Right side

Left side

Right side




- Disizioll0) e ¢

public synchronized char get() {
char item;
while (len == 0) {

try {
wait(); //buffer is empty

} catch (InterruptedkException e) {}

} //semaphore opened
> 1tem = pool|opt++];
it (opt == N) opt = 0; // modullo N
——len; //one element taken
/= notifyAI1(); //buffer is not full */

return i1tem;

© Bogdan Wiszniewski, 2024
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server process (recipient)

© Bogdan Wiszniewski, 2024

group of recipients




Teax¢e aaponnzlles

SN NILETPNELUI ONROIRS VI ECUX

public synchronized char get() {
char i1tem;
while (len == 0);
try { M empty statement
wait(); //buffer is empty
} catch (InterruptedException e) {}
¥ //semaphore opened
pool[opt++];

. // modulo N
notlfyAII() /one element taken
--len; //one element taken

return item;
empty statement

© Bogdan Wiszniewski, 2024



/* Lnlsla Ll ZE

\ -
| -l i
— _'A.u_-c_-
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Teaxct aanonzllies

S TP CHSYIESCONNVETSTON

void ff(int); // function with one Int argument

int ; // value 3.14 narrowed to 3, 1val=3;
- // value 3.14 narrowed to 3,
// Tr(3) called;
} ival=4.0; // conversion of 4.0 to 4 (not narrowed),
1val=4;

> double fval=5; // promotion of 5 to 5.0 of a ,wider”
// type, ftval=5.0;
int val=1;
fval=val+3.14; // promotion of 1 to 1.0 of a ,wider”
// type, fval=1.0+3.14;

4
v




A

1wl - B

R%wma'sunme cnvironnnen:

distributed
(datagrams, pipelines, mobile agents)

® WebSphere ® NET

° °
TCP/IP parallel CORBA

(message passing,
remote procedure call)

C RMI
concurrent Py *

(processes, threads) *MPI

® Java
® Modula -2 o J# ® Adags
sequential
(events, exceptions,
interrupts) ® Ada83
[}

® Athapascan

Streams
(1/0 operations)

® Fortran
e Pascal

© Bogdan Wiszniewski, 2024



v |
4 |. RUA~EInS nvironnnen e

Output stream

program data >

© Bogdan Wiszniewski, 2024



’ '

v |
4 |. Runp-tinne nvironnne
nnoolals

SRV ENBCRHVETIRSECUENHUSURSLLE )
PLECESSINY

interrupts, exceptions

A

Input stream Output stream
data >@ program data >

© Bogdan Wiszniewski, 2024
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B

RUn=timme 2nvironnnsesn:

nnoolals

b o= =% -0C-=--0

S CONCUENEPLUCESSINIG

>

processor

© Bogdan Wiszniewski, 2024
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RUn-=tlne 2nvironnenn
nnoolals

B
1

© Bogdan Wiszniewski, 2024




Ruip=tinne =nvironne e
moolsls

2 Cornnnvinlezieion svaes (-1

© Bogdan Wiszniewski, 2024



Ruip=tinne =nvironne e
moolsls

S COMIMUNICAONREVENLSHE =)

© Bogdan Wiszniewski, 2024 135



Ruip=tinne =nVironnne e
moolsls

2 Conninnuinlezielon svenies (p-11)




(.~

RUn=timme 2nvironnnsesn:
nnoolals

SISHIDIECRPIOCESSINGY

-
-
-

3
-
-—
- -

-
-
-

NN N L A A A

© Bogdan Wiszniewski, 2024 local time



— Puuguunm = fuinietionl,
— ,lﬁ ";-0 0 a0l U "V"."

speC|flcat|on

— Potentially all errors buit
practically i an ifinrte time

© Bogdan Wiszniewski, 2024



White-boex (structural) testing:
Structure;
- pased on tecni Ci

(architectural/detailled design)
specification or the program code

— Not all errors but In a (practically)

predictable time

© Bogdan Wiszniewski, 2024
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Blae =003 straiso)jes

F(x)

speC|f|cat|on

© Bogdan Wiszniewski, 2024

F(x)

program

11, T2, ..., Tn> R1,R2, .. Rn




/B

4 |. Blae =003 stratso/ies
e

4| l. 2 Wilksveniennzieieszll eireo) oS roys

. = {'in ‘ l=.|, J, it (f) F\(T) — FJ\(\' = r‘(
4

" Undecidanility of: function eguivalence (even of
Primitive recursive functions!)

I Approximate binary arithmetic (floating point error,
rounded value, register overflow error)

© Bogdan Wiszniewski, 2024



SSPECIEINAIUES
siranscendentvalles

s Polynomialieguivalence
e Monte-Carlo testing

© Bogdan Wiszniewski, 2024



A=X, A=XEY
A=X-Y
A=X, A=X*Y, decl(A)

<al=0,b= 0>

A= XY

<a !=0, b!=0, a>>b>, np. a=max(float), b=min(float)
<a =0, b=0> ?

<a !=0, b '=0>, b<a, b=prime

© Bogdan Wiszniewski, 2024




2 Clzisisiie ool hy/nleinnlizlf 2l fofio) el

= (clasSSopoivRnomialsTCHlnesx
—sliested B specihed e Gk

- T={t,, t,, ..., .1}
~ E(M=E(M) = E() = E(x)

© Bogdan Wiszniewski, 2024
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random number
generator

© Bogdan Wiszniewski, 2024

mapping filter

test log

program code




1 A 1

Vlente-Carlo testine

empty buffer non-empty buffer

output index Jp— LERE—— —
is zero i O o o

output index is

non-zero empty buffer non-empty buffer

output index
is zero

output index is
non-zero

© Bogdan Wiszniewski, 2024
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- Sruieievirzl] nnieels | (eireie)rzinnl,
SYSLEM)

— data flow testing
— mutation testing

© Bogdan Wiszniewski, 2024



o|ufzippElEsnelve (rSEries) — wule of
UitV ENIMOGET) ESREFZOS ares Cevaions

i

—all' reguired test Cases exercised

— all results obtained consistent with
the expected ones

_ s fest strateqy

© Bogdan Wiszniewski, 2024



2 Birainen Lesieinle)

2 Peien) eSSl
— ojojuiplelzipy~lniESrloir anisiiniolel
—comaimnttestine

—computationalfeguivalence: of;
paths

— simple loop patterns

© Bogdan Wiszniewski, 2024



=yl OWALESHNG
—dernrten=use chains

s Mutation testing
— lext anomalies

© Bogdan Wiszniewski, 2024



NN N L A A A

<X, y>:=read (x0, y0)

while w. ""2"":
(2,3), (2,6)

If w."3":
(3,4), (3,5)

S if (x<y Jthen <x,y-x> else <x-y,y>

© Bogdan Wiszniewski, 2024



() Incorreet control jJJ w imolies ineorrect resuylts

(1) Patis ean exereise control flow systematica!

LSS G-'\
INpUtVarables: = o K=
Program (input) demain: [D=XGXAREX XX

Program path: P=(Ng, Ny, o M)

Path condition: p(X)
Path domain: d(p)={ x| P}
Path computation: c(p)- d(p) > R

© Bogdan Wiszniewski, 2024



— oojuipielziry~iniesrioir aneinoel
S ONIINRES N
COMPUaone

— simple leep patterns

© Bogdan Wiszniewski, 2024



i
4| l. 50)Uulnie

clig
0 nneetn oo
4' B ————————

4| |. (1) Prodlem with loges

NUMPEr O Iterations;

— Each leep MAX nUMmMbEr: of
Iterations

— Similar but more demanding then branch testing
© Bogdan Wiszniewski, 2024 156




<x, y>:=read (x0, y0)

© Bogdan Wiszniewski, 2024

P=1(23(4Ub5)*26

P1=123426
P,=123526

P3=123423526

P=123523426

S if (x<y Jthen <x,y-x> else <x-y,y>
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(!) Looking for domain errors

SVASSUIMPEONSE
— Praolleziiss 09 zire llpszir funetions on 2
=SRAthrcomputationsrc(p)rarerdiiierenit
= Norcomecidental CorECLIESS:
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¥ |. Connourearejoniz
4 N Soulvalanes of gartns

— lnouvie elzvizi XSS }'{z, 200y 2o =
— Unout elornzilns D)=l
— Oluroguje vzirlzlo) s V=SV Vo5 Ym=

=S RPAHFCOMPUL ONISHECE: Tineeare, (-ra))=elimensions/

(n+m)-vector t=<d, d,, ..., d,, Iy, 1, ..., >

n+m vectors {t,, &, ..., L.}
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— hyperplane

o)lo sl
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4 |: Simole looe earttsrns
<<lL____________________________________

. — lnoue vairizioless X=X XD ey K=
<4 l — lnouie elejpni=iins D)=y
. — Projejrzign Vairlzio)siss L=y Dy iy
4' — Prejejrain cornoutzition seziess  (ArZa)=elimsnsionE|

(n+2k)-space
H

‘ fO = gsvgve’ f1 = gsvhgve7 gags fn = gsvhngve7

=)
f =
L fn_]_ n>0

H=( ) h@,)

e test completion criterion:
S=1+|@k1l/n |paths
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Ex¢inmole

char symbol;
for(;:;)
{for(::)
{receive(symbol);
7 1T((symbol==
1 break;
count++;
10 1f(count>9)
return ERROR;

}

OO ~NOOULPA, WN PR
©OOF,OUB~WN

ol
Holl | I | | I | [ I | | I | | BN | | I | | I | | I |
w

12: 13 14 1T (symbol==STOP)
13: return (number);
14: 2 }
15: }

>
>
>

© Bogdan Wiszniewski, 2024

int asynBCD(int number,int count){

SPACE) | | (symbol==

U % number=10*number+count;

STOP))

Input variables:

symbol, number, count

— Nn=3

Program variables:
number,

count

167



s SImple enain: > hIve chiaun:

e Use chain:

<all-definition, use>

O < -i)+3y

@ Z = 2X-y

criterion
— Exercise each chain

@ W = X*Z
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“d-u” chains (simple):

<x, y>:=read (x0, y0)

<1,3>,<4,2>, ...

“ad-u” chains (use):

<1,4,3>,<4,5,3>, ...

“ad-au” chains (live):

<1,4,6>,<1,5,6>, ...

S if (x<y Jthen <x,y-x> else <x-y,y>
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mutants

Czirlo

1
)
]
=
S
)
Tr)
)
=

© Bogdan Wiszniewski, 2024




9

<X, y>:=read (x0, y0)

M; —  while (x=y) ...
M, —  if(x=y) ...

\%E M.

9 3
T

S ¢ if (x<y)then <x,y-x> else <x-y,y>
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4

4' |. - lnoure olzrez)
4| . SEXPECLECNESUIILS

o Scenario context
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/* TeSS 1 */

{
/* request the master to go first (1) */
<
(before 0 22 [D L ina th ate
. 0gging the stelif
/* reach the voting configurati Slaves
<

(before 1 26 [print stid; print ntid;
(before 2 26 [print stid; print n
(before 3 26 [print stid; pri

>

/* reach the reporting
<

nfiguration by slaves (3) */

(before 1 41 [print data;])
(before 2 41 [print data;])

(before 3 41 [print data;])
>

}
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/> TeSS 2 */
_ Value enforcCEIfIERD
/> request the master to go first (1) */ HISH
/* spoil v_size of slave #3 before voti
<

(before 0 22 [])(after 3 23 [set v_size=0;])
>

/* reach the voting configuration by slaves (2) */
<

(before 1 26 [1])

(before 2 26 [1)

(before 3 26 [])
>

/* reach the reporting configuration by slaves (3) */
<

(before 1 41 [print data;])

(before 2 41 [

(before 3 41 [])

>
/> make slave #1 winning the race */
<

(after 0 22 [P(after 1 41 [D
>
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. Observablllty
— Deterministic automaton

s Reproducibility,

— Alllinput data identified (path condition
Interpretation)

— Timing conditions under tester’s control
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OO ~NOOULPA WN P

ol
Holl | I | | I | | I | | I | | B | | I | [ I | | I |

©OOoOF,OUB~WN

- 12
12:
13:
14:
15:

13 14

int asynBCD(int number,int count){
char symbol;

for(;:;)

{for(;:)

{receive(symbol);
1T((symbol==SPACE) | | (symbol==STOP))
break;

count++;

1T(count>9)

return ERROR;

+

number=10*number+count;
1T(symbol==STOP)

return (number);

+
+

17p=12(3457810)10345789
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X%y 1= 0

X%y ==

S if (x<y )then <x,y-x> else <x-y,y>
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i
3 I: Loejefing resulis
O L —

[ ou—e_aaaaa,
SN CHECKYIOINIL
S S CAECONMPIECRTIG)
— oly/nizinnile (e rsziKeio)lniD)
2 Lojo)
— centralized
— distrbuted

e Result analysis

— on-line (state or event detection),
— off-line (% of test coverage, error localization)

— replay (visualization, state recovery)
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recvi 3|

mcasti 261

C

recvi 281

C

recvi 281

sendi4]1)
. 12 K_’,4-/_/-’-‘(

C

stati 1

e

recvi 31

recvi 281




SR ONESNNECEONESMIMIEN (D19
rslcs elarsetjoin
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Tast scanzrlo 'tyoas

SV EhIRECUSEORESHTENIVIHOL) -
oJloozl] sirsiis poniterine)

R
4
N
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SR OnESHNESCENVINYERMESNOUVI)E
SINUIENINOCESSHICHIRESHTIT
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lnstrunnentine coele cipo
Snvironnment
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Proos siffact

spawnl 31 (e

recvl 3| recvi 31

mcast 261 mcat 261

...adisturbing internal timing
recw 221 (4 0l processes by
instrumenting the system
code
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—
2 nizieline)s
SSUNIGUENGENMET
— Copnipnisinie
=SS RECONUSHIAIENGIRCONLENT)

e RECONU .
= date umestesticaseriby
— event, local'state; context

Event:
— Statement executed, signal sent/received,
exception raised, variable value changed

State:
— Object memory content

Context:
— history, condition, global state
© Bogdan Wiszniewski, 2024




3 |: Winere 1s Woren leeje/ine?
4'l—

s PR OLENWAINENOIFOCCUITENCES::

— Aritpreiie ipstruetions (funetion e=lls,;
ASSIGNHTMENILS) P

— Preelieziis (conielition) EValtictiony

— Tfye ype gqmwsu’sﬂqmg AL NVSEONMTAUNO M ELETSS

DyNamic varlables

SysStems diagnostics), exception handlers,
Message packing/unpacking,

Message tagging,

Races,

Communications actions matching
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s

a |. Error loeczliZzzrtion
B

(1) Swowing tat the program jas & bug

[

4l l. dogsn't mean nowing what causes if
2 Disio)Uje[eflnio)s
— Posinorisia orin-=ouit, cors oluinn ol
— 'IT'U':!@;e u‘nu@ \(UJE,J)

-

—Eliminaticn of; hypotheses

o [lools:
— Print-out

— Breakpoint trap
— Instant replay.
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IR ERCIELNISINIEET ECRIONNIAKENIFCOITECH:
ieErearEeMoUGRIEENPLOYLANS S HEYAARENC Y
poeHyftested
Programs considered correct may: sti

ENrors

We can mistake correct program behavior for a
Wrong one (and vice versa)

Errors reveal throughout the entire life of a

cwc-l;um J cl ,)Ju Jmmg m—\ Y zlfe Jmap)Ue LONETNENET:
]

prograin
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