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OUrse organicatiuion

1. Present software development standards in
the European’space industry and techniques
o) eir impiementation.

Learn how to assess and manage ciritical
system software quality in an IT project.

Gain basic hands-on experience in bug
tracking and reporting in a software project.
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Developmentoffhighzgualitylliissystemsiinia
systematiciway

S’ standardst series ,E*and ;>
Software product lifercycle ' vs: 5:933]1.15‘) cycle:

—
ECS

Validation, verification and testing (VVT) processes
in a software product lifecycle.

Planning of VVT processes.
Static analysis techniques of software systems.

Error, program and environment models in software
testing.

. Black-box (functional) software testing strategies.
. White-box (structural) software testing strategies
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IEEESoftwarerand SystemsiEngineering standards;
http://stande JJJJ_J_.J:,J:‘:}_.JJJJ/JJJJJ dstds/standard/software_
and_systems_engineering.html
3 pace engineering = Software, _.uw - .13 J‘a ,u ; 6
ﬂj"'ﬁ" Lropear DODEeratic 0
Standardlzatlon, ESA-ESTEC,
http-llecss.nIlstandardslecss-standards-on-
line/active-standards

Space product assurance - Software product
assurance, ECSS-Q-ST-80C Rev.1, 15 February 2017,
European Cooperation for Space Standardization,

ESA-ESTEC, http://ecss.nl/standards/ecss-standards-
on-line/active-standards
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auing

--

15 Definition of tests for selected functionalities

L2 8 15 Test execution and reporting

P 15 30 Documentation of the testing process according
to the ESA standard (ECSS)

T 8/15 40 All weeks (lecture part)

= 100 ...of the final score
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ss/fail criteria

diotal score of?5055 mi JJJ.UJJ.UJ
Attending the final testi{(any non=zZero
score accepted)

All assignments must be submitted
in the due time. No Ilate assignments

accepted, except of a valid medical
excuse.
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AL Productilife-cycie vsiits testing cycile
B. VV I processes
Plannina of VVT prc
> n
D. Static analysis techniques

» E. Error, program and runt-time
environment models

> F. Black-box (functional) testing
G. White-box (structural) testing

>
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Model “V*”

MIRENENCE

validation
dCCEPIANCENESNY)

Integration testing

\\ /

Implementation unit testing & debugging

QS
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ess wn _l er the system pf l,;j

specification

— Are wWe hutlding therrghtpraauct?
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the begmmng of thls phase

— Are we building the product right?

>
>
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sslesting
Analysis of 'the sys!

» 7

7

tem behavior (orits

[ ] >

(assess) its quality
= HoW goaaisarwiiiae)stiaersysten?
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— A library routine for sorting matrices
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| |. Exampie

. s'Object:
4' | B .

, A library routine for sorting matrices
l . =Jlesting

— Does the obiect refurn a sorted matrix?

© Bogdan Wiszniewski, 2024



»l
| |. Exampie

> A library routine for sorting matrices

=Jlesting

— Does the obiect refurn a sorted matrix?

—Verification
— Dogs tie obicer sert metrices?
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Exampie
N
4' e ——
. s'Object:
4' l , A library routine for sorting matrices
—lesting

— Does the obiect retyrn a sorted matric?

—Verification
— Dogs tie obicer sert metrices?

—Validation

=S (CaniieIprocetUre ENNCILUCEtAMAEIEXISUIGSYSIEM
liprany?
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SYStematiCaapproac

run-time environment
models
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SYyStemautCRapproacii

run-time environment j§ program
models models
bugs

© Bogdan Wiszniewski, 2024




IR PPIOACH

run-time environment j§ program error
models models models
bugs
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Instrumentation

run-time environment j§ program error
models models models

bugs
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. . test
INstrumentation
cases
run-time environment j§ program error
models models models

bugs
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SYyStemautCRapproacii

test scenarios

. . test
INnstrumentation
cases

run-time environment j§ program error
models models models

bugs
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test scenarios

. . test
INstrumentation
cases
run-time environment j§ program error
models models models

bugs

test strategies
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testing

test scenarios

. . test
INstrumentation
cases
run-time environment j§ program error
models models models

bugs

test strategies

>
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4" o yhamcanalysis

behaviors
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DyRAmMICEAnNIYSIS

shlest completion criterion

,J set of fest cases _r_/,—)f?JJaJ based

" - ’ v s
o e M) - € - o oo
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A Dynamicranalysis

4| |. shlesting strategy

A set of rules for selecting test
. . ) " ¥ , : . ]
gaccording to'some adopted

criterion

/

y & 3 ) = e e
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-

s liest scenario

P /) - L / ) - » = L)
Jystematic opservation or iwne
Vg [ / . » -

& e Tery Denavic )

-

product conducted in a
supervised mode

© Bogdan Wiszniewski, 2024



test case

LESTAGESION

fest
scenario

testimplementation

test execution




4 Testing levels

N
<|| s Unit/modulertesting
. J Jﬁqazju tion t chﬁg
4 o System t jux,
Acceptance testing
Alfa/Beta-testing
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com J)Jajjqjj
agression testing
e Test harness
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INEYratonesung

sSEStrategies:
— Incremental
— big-bang

>

>
>
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step

environment

1unitD

2 unit F

3 connected units E+F

4 connected units D+E+F+B
5 connected units C+E+F

driver D
driver F
driver E
driver B, driver E
driver C, driver E

6 connected units A+B+C+D+E+F -

© Bogdan Wiszniewski, 2024
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glop-downmetnod

step environment

1 unit A stubsB & C

2 connected units A+B stubsC,D & E
3 connected units A+B+C stubs D & E

4 connected units A+B+C+D stub E

5 connected units A+B+C+D+E stub F

6 connected units A+B+C+D+E+F  --
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category features

systems

functionality

does
volume voluminous input data
stress input data of high
Intensity
usability user-friendliness
security break-in attempts
performance  system dynamics
measurements
storage memory use

configuration  optional system

configurations
© Bogdan WISzniewsKl, 2024

every "what" the system

dedicated systems

file/Big Data systems
RT (control) systems

system HCI
secure systems
RT (control) systems

memory critical systems
S/H upgrades

38
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category features

systems

compatibility  older versions data
Installability  installation procedures
reliability statistics (logs, incident

recovery ,,destructive’ data

- serviceability  maintenance procedures

documentation useful in testing?
procedure required personnel
activities

© Bogdan Wiszniewski, 2024

new releases

complex installation
characteristics

(MTTF, MTTR)

fault tolerant systems
administered systems
administered systems
command/decision systems

39



sSOwnershipranghtstransierredifrom the
geveliopertortnerchient

os Demonstration that alllacceptance criteria
nave been'met

Acceptance: phased, final

“o-testing”: customers test the product at'the
developer's facility (laboratory).

P o “B.testing”: customers test the product at their
own facility (laboratory)

>
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B. \J\j ] J)r ses: life-cycle

Y

[ . [ J

testing

>
>
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S VV I processes:

=eari j errordetection

— COY mntv of the develobpme
activities

— better understanding of the
product

— decision criteria for the life-cycle
phases

© Bogdan Wiszniewski, 2024
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Jh TGy CIEPNASES
. baseli
ReqUIrem(eRnIS as:e " Technical(_sr%t;cification (JS )\9 JJJ _] J H\)
o)
Detailed deSign _Fhmﬁ

'

Software validation

2

_____________________________________________________________

Delivery &
acceptance

R Software verification

______________________

Static & dynamic analysis

Exploitation

@ @ O® ©0 0O

CLIENT DEVELOPER CLIENT

>
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equirements baselhine (KRB
= functional and perermMance rEQUIFEMERLS [OF the planned
OftWalre provided by the chent

cal specitication (IS

\)-"CA'

-\

= a foermal specification (legical moedel) of Whal the software s
Ssupposed to do,

= physical design of the software structure mapping individual
functions of the logical model to its components,

= definition of control and data flows between them, the first part
of the answer to the question of how the software is supposed
to do something).

>
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GESIgRreiraigetimSianeie aiciStiCUESKPhySICANIOCE]) Filie
SECONU P OiFtHE aRNSWERGNIENYUESHORFCINIGVAHEISOtVlE
IS SUPPESEUITO 0O SCMEINING),

justiiication el el desIgn aECISIONS;

Implementation off UNIts (code Whting/generation),

testing of cede units te demoenstrate their compliance with

> reguirements.

siDetaineddesign

1

s Software validation

> = Demonstrating that the system meets all assumed quality
goalsi— qualif/attRioutes

>
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ailedrdesign

Signreiralgentamsrancic i StictilES{hy/SICalNTOUE])Fthie
SECONUPANOIRNE ANSWERONAE I UESHOR OINIBVARE SOIWANE
IS »J PPOSEUO Co; a@memmg,
Ustification of all design decisions;
Implementation eff units (Cede Writing/generaton),
testing of cede units te demoenstrate their compliance with

reguirements.

I

Functionality

s Software validation Performance

Demonstrating that the system e
goalsi— qualif/attRioutes

Dependability
Security
Usability

© Bogdan Wiszniewski, 2024



JJ'J of eIJ JJI‘J imSians d
ON Pt eIRtErISWEIRO
SUPPESE 10:dEISEIMEIN J,

‘J:ssmu..mum eff cli'designIdeciSIons;
= mplementation o units (Code Wrting/generation),
= testing off cede units to' demanstrate thair comnliance With

requirements. RAMS:
* reliability,
s Software validation & availability,

— Demonstratln_g that t_he Sy Steas maintainability
goeals— qualif/attRiouites

« safety

© Bogdan Wiszniewski, 2024



SISOTt) vaf:—) yenfication
= confirm that fer each activity (PRASE) oi the life €yCle there S an
z10)¢)(¢) ,)r dt€' SEt O deCUMERLS SPECIYING the FECUIFEMERLS (OF

INE Product of a gIvEn PRASE,
= demonstrate that the product of a given phase IS correct and
fully compliant with these requirements.

;1')

s Implementation

> — create code units (coding, adaptation, modification, automatic
code generation),
= Integrate system units

>
>
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SDEIIVELY anJ asga p'tanc@s

= |nstallithe Ssystem inits target
= Assess It formally based on the created documentation (RB &
1S).
* EXploitation
= Provide support to the end system user (installation, ongoing
administration, etc.).

© Bogdan Wiszniewski, 2024



2 \Vilzinlziejneni

=PIejECHPIARNINGNECUVIHESFCHECKPOIMISHPIOUUCISECHRIYUES AR E
PIOCEUUNES))

= [ISKIC JJsrunc* LIGR;, ceUNtENMEasUre metneds,
principles ol eraanizing and conducting review:

management off configuration and Infermation flew: i the team,
time, budget and risk

ECSS management standards ("M’ series):

o ECSS-M-ST-10-01C — Organization and conduct of reviews

o ECSS-M-ST-10C — Project planning and implementation

o ECSS-M-ST-40C — Configuration and information management
o ECSS-M-ST-60C — Cost and schedule management

o ECSS-M-ST-80C — Risk management

>
>
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design review:

— The developer and client agree that the technical specification
correctly reflects all'basic requirements

» - DDR - detailed design review:

>

>

— Assessment of the possibility of moving to the next phase (all units
designed correctly, realistic testing and integration plan, sufficient

budget, unresolved issues addressed, existing software may be re-
used)

© Bogdan Wiszniewski, 2024



fdesign reviews:

R -‘qualification review:
for acceptance.

> * AR - acceptance review:

— all required test cases performed and completed correctly by a
given software version in its target environment,
— final approval of the product.

>

© Bogdan Wiszniewski, 2024
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4 Procltled pziit e

sslechnology.

readiness levels

(NASA):

© Bogdan Wiszniewski, 2024

*Actual system completed and “flight qualified™ through test and
demonstration (ground or space)

|

TRL7 J

|

*System prototype demonstration in a space environment

TRL6 J

*System/subsystem model or prototype demonstration in a relevant
environment (ground or space)

TRLS

sComponent and/or breadboard validation in relevant environment

TRL4




Basic (ECSS standard definitions):

cldSEIIGE 0 CLLOLSI UL prev;m UAESSYSETN O LORE LIV ELT QLTI IT;

mfrastructure)
maintainability
can always be brought to a state in which any required function

will be performed properly

security
correctly and completely achieves only the goals consistent with
the owner's intentions

© Bogdan Wiszniewski, 2024
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Indard definitions):

I EXOPER ORI NGAAENEUILEUUNCUONIGACRGIVEN
MomenEoRumesmer/al

— dependability
Ability to butldtcustin tne qualityofsystemiservices in'the long
term

(©
S
g
~
(3
=
O
(v
~
., &
-
q
L )

RAMS characteristics
— reliable + available + maintainable + safe

© Bogdan Wiszniewski, 2024



cttoct [ o [ Doponaabitty | sty

Loss of life, health or permanent disability of
crew members or ground staff

Progressive Loss of the system
break-down
(propagation Permanent loss of connection to the manned

of a series of flight control system

failures) Destruction of the launch pad

>

Catastrophic
-

Serious damage to the natural environment

>

>

NN N L A A A
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cttoct [0 [voponsabitty | sty

Temporary inability to perform certain
activities or illness of crew or ground staff

Serious damage to the link to the manned
flight control system

2  Mission loss Serious damage to ground infrastructure

Significant damage to private or public
property

> Other environmental damage

NN N L A A A
A
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* Severity number (SN):

|

Significant threat
to the mission

3 Mission dependent

Minor threat to Mission dependent
the mission

Negligible Significant

© Bogdan Wiszniewski, 2024
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* Non-execution or incorre
code and other fJJJJJJJ ~JJ]
cause the systel

consequences:
— catastrophic (category 'A")
— critical (category 'B")
| . significant (category 'C")
— negligible (category 'D")

© Bogdan Wiszniewski, 2024 59
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ne
:JJ cumi —w,'c DYNECH]
Comprehensive descrig _';l)n of theroperating
( targe .-) environment
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Key points where to control the system and
observe its operation

Possible system malfunctions and ways to
eliminate their effects

Specification of the initial system settings

Specification of user scenarios
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ONICHID OV Y Ay Il es ik eyaplaces S0 e ysteinms triicrine
erlaulGinjectonipassiiie
ability to perform maintenance and operational activities

all dynamic aspects of system operation are correctly
considered (processes/threads, their priorities,
synchronization mechanisms, resource sharing
management)
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Verification process

Systemicode verfication by v EVEIOHErS (tordoist):
Iits structure and content consistent with requirements
(TS, RB), architecture and detailed design

— IS correct; bdqdi:_lL)Jd and compliant with established

{ ) v { -
0oj]o P 0 &.ﬂ': AL O e 0

all possible consequences of run-time errors are under
control of the code

there are no memory leaks
100% code execution coverage for assignment and

conditional statements in the event of possible
catastrophic (category ’A’) or critical (category ’B’)
consequences

© Bogdan Wiszniewski, 2024



— unit tests are consistent with the system design and
requirements documents

= e 2l bl e o N A T A
= EdChN UNnIt test ensu Xamining

s i

gegeliton gf duel eopdiitogul egie Sinigreni (uhile, for, 1f) jor itie i vilinds gf i
[rECICEE

dCCESSN(readionrite)tareachrglobaiarianie
inputdataiouiside oitnesalidiranges; causingincorrectiuncuonicomputations

nighvoelume/ntensity, data inputstortest the unit's performance limits as'Specifiedian
the requirements

— all results obtained are as expected and the completion
criteria for each test have been met

— all unexpected results and anomalies of each tested unit

are documented in the report.
© Bogdan Wiszniewski, 2024



-

IONIProce

S e . o=
Jrle=

Ver

Q
=
W
e
et

2
)

| =

Q
wd
L

)

| =

o)

(&)

Q0

N
wh ©
3
9
S
pt
» E
OS
O o
dl
Anw
O 0
o
@
- T
o0 O
s 2

q-l

o 8
£o
]

expected ones
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>

>
>

L

ationforthersystem validation processiby.
y:—)Jo pErsSiwrt REBrandilisidocuments ;(,u JJ

=]

results of ma valida fl)u J)f\)\,ass were \).JQJ:IJJ&J

0 ed on te ; E ST proceaureE DPDEeCcCtiIo)
= = ’ ’
and design reviews covering the entire scope of

requirements included in TS/RB documents

— all obtained resuilts of the validation process are
consistent with the expected ones

© Bogdan Wiszniewski, 2024




-_Eh:) documentation/is adequate,
1Isistent

, areanared with

set up in the project time schedule

— management of the process of creating/merging
} documents follows the previously defined
procedures

(2
[
S
S
(1,
(.'!.'
L ®
f\-\
=
fo 8
(2
(:
LL

L L J

>
>
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s Hardireal=timersystemanalysis:
1. the systemis predictable; alllworsticas 2350 enario
events are handled within the required time Iimits
! JJJJ Jﬂ_j)

o aip creleeiniane agmzdy;lmg!w&bj NGSRUSEUS
o cilfgrpetive iy (IF nor vessifefe) verliel Speifettion 2SO rISpls Were eatprridel o)

ORECSIHIG RO eI CIMECIULE S UGIUEN I ESIGIUEMONSIEELED
time analyzes were updated at the detailed

construction stage...
... and (again) repeatedly, during code verification,

unit testing, and integration phases (based on
information collected during dynamic analysis of the

target system code).
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R |. ValldationiProcess

VANESUNoe system ab|||ty ONSOIUEICRIEUUCENEIEI ECISIGIETLALS
(SalElaulisystemsiatl el eranEsyStems  IMErACUVEISYSEmSs)

VA COrrectoperauoninvariots Valid/configurations alathextarget
envirenment (supervised maode)

v_ data interfaces (protocols, data ranges, time dependencies)
v_ User interfaces (average USEr: error: rate, average time tolearn)

© Bogdan Wiszniewski, 2024



o
3 |. ValidationProcess

— Test n (test scenarios

VAESUNOEISYSEMaIG AN SOl e EUUCENIE E I ECISIOTELLOrSNSOIE
Latiisystems s iati Glol erantsysteEms InEraCUleISystems)

v/ correct operation invarious valid configurations of:the target
environment (random made)

v_ data interfaces (protocols, data ranges, time dependencies)
V. USer- interfaces (average USer error rate, average time to learn)

© Bogdan Wiszniewski, 2024



»
¥ JDehvarandnetaliStion
PrOCGESS

Activities:
=ssinstallationunithertarget environment
/7 installation plan ane installation proceelures development
/£ testing of installation piroeceluites (nstallen conls vbicbeses ¢y

seruices ean 0 oirejonly cletiveiten! o fuinetion clne elose clitelEines)
o pleluiedinier initroielvietolry Ersiinidne folr Lo clne uselr stEin(or e\ evieliile

HACEQUESIECATTRE)

VA providing resourcesiandintarmation necessaty tocarty outthe
instaliaton

v testing the system ability to isolate or reduce the effects of errors
(soft=taul’systems, fault tolerant systems, tnteractive systems)

v. documenting all relevant events (incidents) during installation

© Bogdan Wiszniewski, 2024
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LL:
(ar
P_'.
IC
(2
(p

the recipient (client) prepares the ac

the recipientiperformsrall testsispecifiedinthe
acceptance testing plan

UIENESISIMUS anyrExeECUtARIE CadeNttamtne
sourcercaae @)

vaevaltationoialllobtaineditestcesults must reterto RB

developer and recipient perform a formal
acceptance review

v_ aiter completion of the software delivery, installation and acceptance
Processes

© Bogdan Wiszniewski, 2024



— - o
Xperiment
IMEAnagement

1 Quality’objectiv:
— compliance with LJ 1IC J_f_L.JJ Specifications;
performance characteristics; code
g_r.L..Lr':J r'afbﬂss 5:@]3 fa,JJJ McCabe); test

o)
2. Antlcmated problems
> — description of properties and how they could
occur
3. Testing strategies

} — capable of detecting anticipated problems
should affect their definition

— project plan, Pareto effect

>

© Bogdan Wiszniewski, 2024



EXpernment
management

4. Product delivery
— Incremental integration with ongoing

)
anai\

g9
detected anomalies

> 5. Change management, staff

training, tools
— project plan, Pareto effect

>
>

© Bogdan Wiszniewski, 2024



Project Test item

Test log documentation documentation Test item
T
. e
Incident s Test plan
report .

> .0

Test design Test design Test design

Test log specification specification specification

>

Incident

Specification
report

of test cases
SPecification
of test
procedures

>S5 O — H c O ® X ®

Test item
> summar transmittal report

© Bogdan Wiszniewski, 2024
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>

)
>

FerHnanent ( 1A )) Ppalt

of test documentation

sslestiplan
— Time schedule, milestones/checkpoints,
management rules
s Tiest design specification

— Rationale, explanation and justification
of test cases structure

o Specification of test cases
— Input data and expected resuits, entry
and exit conditions, events and
expected reaction

© Bogdan Wiszniewski, 2024
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 Test completion criteria

— Conditions to be met by each test
procedure

* Test item transmittal report

— method of delivery and format of items
to be tested
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yarnanie (J j_rJ ~m_js) Ozl

slestiioyg
— recorded activities and data
st incident report
— list of incidents requiring further

investigation
e Test summary

— decision of the project management
staff and conclusions
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)
=)
=
)

s Experim
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sHitemidentirer

< J:':ﬁijjJ

— JZL).[J s Jq JJJJ;—)JJE,:-.J-jij, responsible person
Y A\

\ \V /

- Iocallzation, medium

Status:

— deviations from documentation, previous
version and/or plan, any modifications in
progress

Authorization:

— person approving disposition

>

NN N L A A A
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>

sEANyaIncident duning the experiment
requiring explianation:
—Input data, expected resuits, observed

omalles, date anc -“i'.'
scenario, state of the environment,
repetition attempts, people performing the
test, withesses

s Determining consequences wrt:

>
>

— continuation of the test plan, test design, scenarios,

etc.
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VJJIHJJ/ inspect the J‘J—‘ or des
of a system component to detect:

— deviations DM Proje
— missing or incorrect comments,
— potential portability problems,
> — other problems not ’machine checkable”

>
>

NN N L A A A
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SotWwarennspections

SHINSK pEC ctioniisthotiapartiofithe
gdesign process:

— decisions are not  made, focus on
individual issues only, does not sugges
changes or corrections, but

» — allows to detect, identify and remove
defects and formally confirm product

CITELAY

>
>
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SUIWANICNNSPECHONS

initiation

entry J—
Yk individual

planning meeting control
> nominated .-~

A/

entry criteria . individual
control

> participants wrap-up
draft v meeting
proposal o
editing

> - Steps: draft proposal

distribution  “~-_

~

continuation

document

> approval
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SOIWWATENNSPECUIoN

("7

siinsSpection team members(roles)
— AUthor: ¢ :_/j:';’:_/ i1 WorK proauct being
inspected.

> Vioderator (leader): p/ans the inspection anc
coordinates It.

— Inspector: examines the work product fo
»  identify possible defects.

- — Reader: reads through the documents, one
> item at a time. The other inspecftors then

point out defects.

— Recorder/Scribe: documents the defects that
» are found during the inspection.
© Bogdan Wiszniewski, 2024



ssbevelor per, { programm er) leads the

team through a'selected fragment or;
code
e The team asks questions and
comments on potential errors

(1) @ narrow and nighly interactive technique
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Software audits

*HASSEsSIng soitware processes and
products for compliance with
requirements; JWJJJJJJ'JJ ; and
contractual agreements;

Ensuring software quality,
accuracy, and functionality while
reducing legal risks and optimizing

performance efficiency;

Strictly defined criteria and goal,
independent assessment team
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Software audits

sy pPES:
=Sechmecalauditsithe :-‘oﬁwzjfe IS

developed with respect t s

standards.

- Security audit: the software can
protect sensitive information.

> - Usability and accessibility audit (UX
audit): there are no issues with User

(L
(.-..
-
(>
EF
Q.
(=
{/

(C:
A=

Experience in the already-deployed
software.
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>
>

>

ssEanurerVioderandiCnticality/ElementiAnalysis
(EMECA/EMERA)

—_

NASA since the 1960s, currently the
nuclear and automotlve industries
— ECSS standard, ISO 9000 norm

— analysis of the effects of defects revealing
individually in the products of the
architectural/detailed design phases, production
phases (coding, testing, integration) as well as flaws

of the production process itself

— most (>80%) defects are detected in the production
phase
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FajJure moueanu
=3 =1 1] fJJj\ = (FJ\JJE'—A)

1.1dentification of system elements and activities of the
_,).r’JJJSﬂJ.rJ process

2.List all potential product Jaues&s de errors in the
ACTIVITIE 0 hdiIvidus Dha 0 e produ 10X

process

3.List all probable consequences of the potential
defects and errors

4.List possible causes of the identified defects and
errors

5.Analyze all identified defects to :
a. assess the materialization of risks

b. planning risk mitigation

6.Implementation of preventive actions and monitoring

their effectiveness.
© Bogdan Wiszniewski, 2024 93



aillure mode and

ffects \,JJ_L,JJ_/\)J\) (J"J\_/J_._,-X)

—t
-
=2

SCntcality (CN)hSithercombination ofendierfect
probability (PN)'and sa.yarj‘_&y (SN)5 CN'=ISN > PN

— Criticality number (CN) to rank the risk level;

= Severity number (SN) to rank severity for the worst-case
scenario adverse end effect or state, e.g. catastrophic (4),
critical (3), significant (2), negligible (1);
Probability number (PN) to classify of the ranges of
probabilities of propagation of the effects of revealing a
defect beyond the analyzed system unit, e.g.

High P>101 4
Moderate 103<P< 101 3
Low 10°<P< 103 2
Negligible P<10° 1
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) 5le)] elements:
Probability levels
: 103 101

Catastrophic 4
Critical 3
Significant 2
1

Negligible

— the analyzed unit is critical when:

can always lead'to a system catastrophic failure regardless of:the defect
propagation probability level or its index CN>6
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. Models for'dynamicanalysis
*  error.
program,

environment

© Bogdan Wiszniewski, 2024



i'Where do errors come
oM

s" IIlhe error concept
o Error detection
haracteri

under test

e Sources of errors

>

>
>

*© Bogdan Wiszniewski, 2024



NN N L A A A

>

>
>

T'he concept of a
Programperor

SR rogramierror
— an event nitiated by a user or the
program  environment,
— the program code produces an
U] ted 1 U ke

".- 0 -

e Program failure

— the program crashes
— the program is unable to perform some of
its functions correctly

© Bogdan Wiszniewski, 2024




"J _,)./i)./ 1)zl
errors (ls correct)

Environment: axiomaltic

> Reasoning: deduction

>
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Environment

Reasoning:

© Bogdan Wiszniewski, 2024

to demonstrate
that the program
has errors
testing or target

inductive




Objective: S ZZI S _,.)_f_l ysical

’ - s -

» Environment: festing or target

Reasoning: metrics, characteristics

>
>
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o Structural metrics:
» — Cyclomatic number (McCabe)

- Functional metrics:
» - Computational complexity (time,

memory)
»
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N |
. I - : — 4 e P o .l m D e
<|| Halstead’s metrics
X 000000000
4
.J Programiiengtn

4 Nelle = N, -+ N,

program leng
HILL@G =Ny = lags N s = ags s

N, operators, N, operands
n, unique operators, n, unique operands

© Bogdan Wiszniewski, 2024 103



Halstead’s metrics

* Program volume
VOLIVIE=(INGHINS) 1005 (M7 05)

o Estimated number of errors

N, operators, N, operands

n, unique operators, n, unique operands

© Bogdan Wiszniewski, 2024 104



4 Miary strukturalne

l . sTLicZzba cykiomatyczna(VicGakhe):
< l he maximum number ot linear,
4 . JJ_L.J:;‘ pendent paths through a

IVI'= 1L = N 2P

Liczba krawedzi (L),

Liczba weztow (IN),

© Bogdan Wiszniewski, 2024



DAY KIOMALY 2

=2, N=38 P=1
L=2 V=2, 0= [E=ZEN=
II= 2=tz =1
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- | ’— ’ »
INCZIARCY K DIy CZiia

* Tekst (Instrukcje decyzyjne) a
konstrukcja szczegoiowa

— Brakujaca lub nadmiarowa sciezlka

>
 Liczba przypadkow testowych > M

» (!) Kierunek przeplywu sterowania nie jest brany pod
uwage, np., M(f-then-else) = M(while-do)

» ¢ Ignoruja ztozonosc jezykowa

>
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Viiaiysunrejonaine

stKIasy algorytmow:

Syimbol. Z10Z20N0SC. przyxiad
@ () Stdid TARIICEMASZU)CE

®(log n) logarytmiczna wyszukiwanie binarne

®(n) liniowa NWD n-cyfrowych liczb

O(n log n) prawie-liniowa zaawansowane sortowanie
O(nc) wielomianowa wyszukiwanie sciezki
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ol

siSpecyhikacja wymagan:
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— poprawnosc
— testowalnosc

© Bogdan Wiszniewski, 2024



s Kodowanie(Sprzekiadaalgorytmu
ha kod programu):

4+~ L & -
Iy roziin

implementacijl,
— niezrozumienie semantyki algorytmu,
— niezrozumienie wymagan.
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viodele

St Erogramus

— Przeptyw sterowania,
— Zdarzenia,
— Przepiyw danych,
> — Tranzycje stanow

— Model skiadniowy
— Model decyzyjny
— Model aksjomatyczny

>

© Bogdan Wiszniewski, 2024



— Bledy W przepIyW|e danych
— Btedy stanu
— Anomalie tekstowe
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Viogele

o SO OWISKa:

— Strumieniowe przetwarzanie
- |H eNCYJINE
— Przetwarzanie sekwencyjne
sterowane zdarzeniami
— Przetwarzanie wspoibiezne
— Przetwarzanie rownolegte

>

> — Przetwarzanie rozproszone

>

© Bogdan Wiszniewski, 2024



public class Buffer

’ ) ‘
private int N = 10; // rozmiar buf ra _F)_r‘-_/l‘y_lfg‘_r:ajd\r) \_/\_/:-‘:J

private short // parametry bufo a

ipt
opt
len

0, // indeks wpisu

: ' - -
0, 7 snoexs ey dPIKAG)A

/** zaséb dzielony**/
private char pool[] = new char|;

/*

/*
/*
/*
/*
/*
/*
/*
/*

1*/

2%/
3*/
4*/
5%/
6*/
7*/
8*/
9%/

/*10*/
/*11*/
/*12%/
/*13%*/

/*
/*
/*
/*
/*
/*
/*
/*
/*

1*/
2%/
3*/
4*/
5%/
6*/
7*/
8*/
9*/

/*10%*/
/*11*/
/*12%/
/*13%/

public synchronized char get( {

}

public synchronized void put(char iten
while (len == N)

}

pool[ipt++] = item
if (ipt == N)

++len; // zapisano jeden eleme: t
notifyAll(); // bufor jest niepus y

}

// funkcja put(

char item

while (len == 0)

{try {wait(); // czekaj na producen :a
} catch (InterruptedException

'} // obstuga wyjatk . * wspoldzielona tablica pool
} // semafor otwart -
item = pool[opt++] 0o N elementach
if (opt == N)
opt = 0; // modulo I » metoda Buffer.get () do
--len; // pobrano jeden eleme: t . . ,
notifyAll(); // bufor ma miejs e pOblel'allla znakow

return item
// funkcja get(

» metoda Buffer . put () do
wpisywania znakow

try {wait(); // czekaj na konsumen .a
} catch (InterruptedException e

{} // obstuga wyjat u
// semafor otwart

ipt = 0; // modulo N



» Przeptyw sterowania

Buffer.get ()

Buffer.put ()

walt()

catch() <:)\\

pool ipt++] 1tem

* podstawienia (w. proste)
* decyzje (rozgalezienia)

++1len

11
notifyAll)

(12

return item




>

Zdarzenia

'

Buffer.get ()

Buffer.put ()

 siec Petri
- medeterminizm
- asynchronizm

len!=0 len!=N
item=pool [opt++] (Z:i: pool [ipt++]=item
notifyAll () notifyAll ()
return item} [ return item}

® ®




» Przeptyw danych

Buffer.get () Buffer.put ()

o poziom Instrukcji
(przetwarzania)
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>
- Przeptyw danych

Buffer.get () Buffer.put ()

* poziom watkow
(komunikacjr)

119



>
- Tranzycje stanu

* stan pamieci bufora

© Bogdan Wiszniewski, 2024 120



* Model skiadniowy

watek konsumenta watek producenta

Czekanie przy pustym buforze Czekanie przy pelnym buforze

Czytanie po czekaniu W2 Pisanie po czekaniu

Czytanie bez czekania W3 Pisanie bez czekania pozostawiajace
pozostawiajace niepusty bufor niepelny bufor

Czytanie bez czekania W4 Pisanie bez czekania zapelniajace bufor
oprozniajace bufor (pobranie (zapisanie ostatniego wolnego miejsca )
ostatniegoelemen

watek konsumenta —> R1;R2;R3;R4;R3

( \( N )
R1:W3;R2:\W3; W3 R3: R4: W3 NANI: R3:\W2
L J__ L J1\ L )

Buffer—>

>

>

watek producenta. — \W3;\W3; W3 \W3NAN3AN2
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Model decyzyjny

* mozliwosc¢ automatycznej weryfikacji

- kompletnosci

- niesprzecznosci reguly decyzyjne “fz dec 32.'”8

C, len==
len ==
opt ==
ipt ==
get: wait()
put: wait()
get: opt =0
put: ipt =0

akcje wybrane

© Bogdan Wiszniewski, 2024 122



Model aksjomatyczny

R

{0,1,..,N-1} {0,1,..,N-1}
PUT Ipt — Ipt

* ASEICJE:
1L PUT (ipt) = GET'*"(opt)
2. GET%opt) = PUTNe(ipt)

kroki dowodu:

M ipt=opt = ipt=GET"(opt)

Mipt=opt Aipt=GET"*" " (GET(opt)) = ipt=GET"" (opt)
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B1CUVAPYIZEPI YW

warunki wykonania sciezek:

p,(X) = (len, = 0) A (opt, +1%10)
P, (X) = (len, = 0) A (opt, +1=10)
p;(X) = (len, =0) A (opt, +1~10)
p,(X) = (len, =0) A (opt, +1=10)

L len
—ty P . - ye ‘_9,
© Bogdan Wiszniewski, 2024 ol 1234567 8910




5180 YAPIZE 1AWV

© Bogdan Wiszniewski, 2024



lewa strona [«

© Bogdan Wiszniewski, 2024

prawa strona

lewa strona ¢

= prawa strona




Bleuyistanu

ssZaklieszceczenie (ang. deadlock)

public synchronized char get() ({
char item;
while (len == 0) {

try {
wait(); // czekaj na producenta

} catch (InterruptedException e) {}
} //semafor otwarty
item = pool [opt++] ;
if (opt == N) opt = 0; // modulo N
—-len; // pobrano jeden element
/* notifyAll () ; // bufor ma wolne miejsce */

return item;

© Bogdan Wiszniewski, 2024



proces serwera (odbiorcy)

grupa procesow odbiorcow

© Bogdan Wiszniewski, 2024



Anhomalie tekstowe

sHinterpretacjarskiadni

public synchronized char get () {
char item;
while (len == 0); _ _
try { “—— pusta instrukcja
wait(); // czekaj na producenta
} catch (InterruptedException e) {}
} //semafor otwarty
item = pool [opt++];

if (opt == N);

opt = 0 // modulo N
notifyAll (); |// bufor ma wolne miejsce

--len; // pobhrano jeden element
return item;

pusta instrukcja
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Anomalie tekstowe

sENiejawnerkonwersjertypu

void ff(int); // funkcja z argumentem typu int

> int ; // zawezenie wartosci 3.14 do 3, ival=3;
; // zawezenie wartosci 3.14 do 3,
// wywotanie ££(3);
> ival=4.0; // konwersja 4.0 do 4 bez zawezenia, ival=4;

double fval=5; // promocja wartosci 5 do typu
> // rozszerzonego 5.0, fval=5.0;
int val=1l;
fval=val+3.14; // promocja 1 do typu rozszerzonego 1.0,
// fval=1.0+3.14;

. © Bogdan Wiszniewski, 2024 131




Anhomalie tekstowe

sHiviodelfprogramowania
= dostep niekontrolowany.

. I Ll

— OSTEADD ZAt0roZon

— dostep selektywny
>

> C, Fortran — Modula-2, Ada83 — Java, Ada95 — ...?

>
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Modele srodowiska

rozproszone
(datagramy, potoki, agenty mobilne)

® \WebSphere ® NET

® TCP/IP - *CORBA
rownolegle

(przekaz komunikatow, o HLA
zdalne wywotania procedur)
e ®*pPVM o RMI
wspolbiezne

(procesy, watki) °MPI

® Java
® Modula -2 ¢ ® Ada95
sekwencyjne
(zdarzenia )

® Athapascan

® Ada83

[ ]
Strumieniowe *C++
(operacje we/wy)

® Prolog oLISP

® Fortran
\_® Pascal

© Bogdan Wiszniewski, 2024



Viodele srodowiska

e ) |

sSiStrumieniowe przetwarzanie
Sexwencyjne

strumien wejsciowy strumien wejsciowy

dane >@ program dane >

© Bogdan Wiszniewski, 2024



sSSPrZzetwarzanie ' sexwencyjne
Sterowane zdarzeniami

przerwania, wyjqtki

Strumien wejsciowy N/ Strumien wyjsciowy
dane >@ program @ dane >
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Modele srodowiska

shpPrzetwarzanie
wspoibiezne - 2>t

Czas

procesora
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Modele srodowiska

I ————
CO:~~\\
P ) .~ 1 I - , - R - ,ll" \\‘
sTErzetwarzanie e W A

rownolegie

-
-
-

czas
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Modele srodowiska

ssZdarzeniarkomunikacyjne (4=1)
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Modele srodowiska

s Zdarzenia'komunikacyjne (1-n)

© Bogdan Wiszniewski, 2024 139



Modele srodowiska

ssZdarzeniarkomunikacyjne (n=1)




Modele srodowiska

ssPrzetwarzanie
rozproszone

-—
-
-

3
-
-
- .

-
-
-

NN N L A A A

© Bogdan Wiszniewski, 2024 czasy lokalne



Techniki analizy
BYNANNC2ZAE)

ssEUnkcjonaine (Fhlack=bDoXs)r

— Program = funkcja,
— Przypadki testowe na podstawie
specyfikacji wymagan

— Potencjalnie wszystkie biedy ale
w potencjalnie nieskonczonym
czasie

>
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T2orlld =1p=112
BYNRANCZAE])

» Strukturalne (“white-bo>

— Program = struktura,
- Przypadki testowe na podstawie

specyfikacji konstrukciji i/lub kodu
zrodiowego

— Nie wszystkie biedy ale w
skonczonym czasie

© Bogdan Wiszniewski, 2024



(”black-box”)
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>

>
>

specyfikacja
we

© Bogdan Wiszniewski, 2024

BNUnRCjonaine

program
11, T2, ..., Tn> R1,R2, .. Rn




4|. SldtegieNunreonaine
J-.—

-

Wiasnosci obliczeniowe:
. 1= =S N )= () = 04 1= H (06

csograniczenias:

I Nierozstrzy galnosc rownowaznoscel unkeyi (np:
PIERWOLNIE reKUrencyjnych)

I" Przyblizona arytmetyka binarna (doktadnosc
zmiennego przecinka, zaokraglenia, bigd nadmiaru)
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Siidteyieninrejonaine

siMietoda specjalnychiwartosci

Wartané& ok aclantsy
wWartosc . cendentne

s Rownowaznosc wielomianow
> . Wartosci losowe

>
>
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r

Y RIAU NN ETOUY,
SPEC]AINYCHMWAITOSCE

<SG

A=XIY

» 5% A=X A=X*Y, decl(A)

<al!=0,b=0>
<a !=0, b!=0, a>>b>, np. a=max(float), b=min(float)

» <a =0, b=0> ?

>

<a !=0, b !=0>, b<a, b=prime
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ROWROWAaZNOSC
Wielomianow,

( ’) Levietviear komnute rone ooz
Junkeje siandardowe za pomocd Wwiglomidanduw

S NIAS\ r A WwWielon

oW

o4 = o[

— Klasa wielomianow cf(n,x),
» _Badana F, specyfikowana F' < CF

- T={t1! t2! S, tn+1}

> _F(T)=F(T) = F'(x) = F(x)

>

© Bogdan Wiszniewski, 2024



%
J

Ch
/)

WG

- /

SOOI,
| Wesel

kod programu

e
/ 4
5G;

\ lc -
/0,
log testowy

W)

>
O
S
>
=
O
—
O
N
=
XS,
o
| -
=
4=

pseudo-losowych

generator liczb
© Bogdan Wiszniewski, 2024




>

bufor pusty

bufor niepusty

wyzerowanie ;
licznika odczytu t O

bez wyzerowania
licznika odczytu

bufor pusty

bufor niepusty

wyzerowanie
licznika odczytu

© Bogdan Wiszniewski, 2024

bez wyzerowania
licznika odczytu




stowanie s

(”white-box”)
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— testowanie przepiywu sterowania
— testowanie przepitywu danych
— testowanie mutacyjne

© Bogdan Wiszniewski, 2024
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v

>
>

Hateyiestrurauraine

Pcenantes
—Jlosciowa (miary) — /’c
— Jakosciowa (model)"

o Zaliczenie testu:

— wykonano zalozona liste
przypadkow

— te same wyniki otrzymane |
przewidywane

—> Strategia testowanida
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Slidieyiersutusiuraine

<

_ [ = : : ) - y
Sl estowanienozgaiezier

o - - 1 I . - ) ) - ‘/A _.I |
shiestowanie sciezek

—metoda obiegow “granicznychys
(ang. boundary-interior)

— testowanie domen

— rownowaznosc obliczeniowa
sciezek

— wzorce petli prostych
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Slidteyiestutisiuraine

sslestowanie J)r_/.a piywu danych

A , -

V. deri A=

J \

» » Testowanie mutacyjne
— anomalie tekstowe

)
>
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- _ P , s ou o koo u B
IESTOWARIENOZY A1 EZE);

() Eazihy predyicii il
N@klv ] =l Nmew

while w. "'2"":
(2,3), (2,6)

If w. ""3":
(3.4), (3,5)

S 1if (x<y Jthen <x,y-x> else <x-y,v>
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. (1) Bigtly 1y Dr€epLyivie Siero )i _,r)owa,,,uj,rg L !g,;/ze Wy
4' l (1) Sciegglsi [0 dOOEy Praypulels i93:0i0y

4 . s Model programu:

Zmienne wejsciowe:
Dziedzina wejsciowa:
Sciezka:

Warunek sciezki:

Dziedzina $ciezki: d(p)={ x| p(x)}
Obliczenie Sciezki: c(p)- d(p) > R
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n | ", ~ on n = o L
l estowanie sciezek

sSiStrategietestowaniarsc

A

=Vietoda obiegow “granicznych
(Qng. boundary-interior)

— Testowanie domen

— Rownowaznosc¢ obliczeniowa
sciezek

> Wzorce petli prostych

>
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-

VIETOU RO ET O,
Grameznycin

\
s
\
Sy

W
&
&
A5

(1) “roolen ve
sSCKryterium intuic yjﬁej

- Kazda petla ZERO i nie-zero
obiegow,

— Kazda petla MAKS liczbe obiegow

—> silniejsze od testowania rozgalezien
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]

<X, y>:=read (x0, y0)

© Bogdan Wiszniewski, 2024

P=1(23(4uUb)*26

p1:123426
0,=123526

P;=123423526

p,=123523426

S 1if (x<y Jthen <x,y-x> else <x-v,y>




pwWwaniexomen

Test

(1) Konezpirucju ni bigduch dzizigiy

— Predykaty p(x) sa lIiniowymi funkcjami
na X,

— Obliczenia sciezek c(p) sa rozne,

— Nie zachodzi przypadkowa poprawnosc.
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pwWwaniexomen

Test

(1) Kopczpirucju po vigiduc (zidizimy

' -

— Predykaty p(x) sa lIiniowymi funkcjami
na X,

— Obliczenia sciezek c(p) sa rozne,
— Nie zachodzi przypadkowa poprawnosc.
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pwWwaniexomen

Test

(1) Konezpirucju ni bigduch dzizigiy
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pwWwaniexomen

Test

(1) Kopczpirucju po vigiduc (zidizimy

' -

— Predykaty p(x) sa lIiniowymi funkcjami
na X,

— Obliczenia sciezek c(p) sa rozne,
— Nie zachodzi przypadkowa poprawnosc.
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Zyniad

shlestowanie domen

© Bogdan Wiszniewski, 2024



PplIcZeniowa
rownowaznosc sciezek

ZMIENNEWEJSCIOWE: DX S BXE X =
=NdziedZinaiW e SCIOWa: N V= SFEIE P

= ZmienneWyjsCiowe: V= Sa 5 i =
przestrzen obliczen: MGl (I WY GUGON

» przypadek testowy:
~ Sciezkap
(n+m)-wektor t=<d, d,, ..., d,, Iy, r, ..., >

n+m wektoréw {t;, &, ..., L.}

>
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>

>
>

IZyRiad

— obliczenie
C(p,) <len,,opt,,item e, pool[10],len,,opt, > —><len,,opt,,item,e, pool[10],len, —1,opt, +1>

— hiperpiaszczyzna

oo 1Ly L
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SEZIMIENNENNE]SCIOW e S I D &I

SidZiedZInaaWe]SCIOWA TN V=89S

= Zmienne programuzis /=78 8/ N e
orzestrzen programu:i (152K SVRATI ROV

. n+2k)-space
fozgsvgvea flzgs\,hgve, ..-,fn:gsvh gve, ( ) p

» o H

- f =
4 { fn-]_ n>0

» H=(g ) h@,)

e kryterium stopu:
S=1+|@k1)/n |sciezek

>
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rZyRdao

int asynBCD (int number,int count) {

1: 2 char symbol;

2: 3 for(;;)

3: 4 {for(;;)

4: 5 {receive (symbol) ;

5: 6 7 if ( (symbol==SPACE) | | (symbol==STOP) )

6: 11 break;

7: 8 count++;

8: 9 10 if (count>9) . er ok _
> 9: return ERROR; zmieniie WejSciowe.

10: 3 } symbol, number, count

11: 12 number=10*number+count; _

12: 13 14  if (symbol==STOP) — N=3
> 13: return (number); Zmienne programu:

14: 2 }

15 - } number, count
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e |
4 |. BN ZEPIVAVAG ANy G

-

* fancuch zywotnosci:

dlIF0ElinIaenaliFis

e fancuch uzycia:
<all-definition,use>

O <53y

@ Z = 2X-y

o kryterium
W = X*Z -

— wykonac kazdy tancuch

© Bogdan Wiszniewski, 2024



<x, y>:=read (x0, y0)

S 1if (x<y Jthen <x,v-x> else <x-y,v>

© Bogdan Wiszniewski, 2024

tancuchy “d-u” (proste):
<1,3>,<4,2>, ...
lancuchy “ad-u’(uzycia):

<1,4,3>,<4,5,3>, ...

tancuchy “ad-au” (;ywotnosci):

<1,4,6>,<1,5,6>, ...




, Monre-Cairle

testowany

program
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FIZyBIad

©

<X, y>:=read (x0, y0)

S 1if (x<y Jthen <x,v-x> else <x-y,v>

© Bogdan Wiszniewski, 2024

M; —  while (x=y) ...
M, —  if(x=y) ...

M; M,

9 3
T




AN YAV AU KO
lc:) ‘J\Jj ch

o' Dane wejsciowe

¢ Spodziewane wyniki

e Wymagania na srodowisko

* Powiazania ze scenariuszem
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/* TeSS 1 */

/* request the master to go first (1) */
<

(before 0 22 []) rejestracja stel

>
/* reach the voting configurati slaves (
<

(before 1 26 [print stid; print ntid;
(before 2 26 [print stid; print ngid;])
(before 3 26 [print stid; pri ntid;])

>
/* reach the reporting
<

nfiguration by slaves (3) */

(before 1 41 [print data;])

(before 2 41 [print data;])

(before 3 41 [print data;])
>

}

@ bUgUdll VVISZIIICWDSKIL, LULAG - 177



e

SKEYpLitestowy

{

}

/* TeSS 2 */

wymuszegie
/* request the master to go first (1) */ y

/* spoil v_size of slave #3 before‘W wartosci
<

(before 0 22 []) (after 3 23 [set v_size=0;])

>
/* reach the voting configuration by slaves (2) */
<

(before 1 26 [])

(before 2 26 [])

(before 3 26 [])
>
/* reach the reporting configuration by slaves (3) */
<

(before 1 41 [print data;])

(before 2 41 [])

(before 3 41 [])

>
/* make slave #1 winning the race */
<
(after 0 22 []) (after 1 41 [])
>
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AT UL AR AU KO,

1ESTOWY Il

sTReprezentatywnosc
— pojedynczy przypadek reprezentuje podzbior
ssWykonalnosc

[ . : . g™ . - ) 5 .
—_ SLIlI€lc 0"“&.0“’:‘: [ S i W & U‘L

wykonania sciezki

Obserwowalnosc
— automat deterministyczny

Powtarzalnosc

— identyfikacja wszystkich zmiennych
wejsciowych (interpretacja warunku sciezki)

— kontrola uwarunkowan czasowych akcji

© Bogdan Wiszniewski, 2024



WYKONAINOSE

int asynBCD (int number,int count) {
. 1: 2 char symbol;
4' l 2: 3 for (;;)
3: 4 {for (;;)
. 4: 5 {receive (symbol) ;
| 5: 6 7 if ( (symbol==SPACE) | | (symbol==STOP) )
4 6: 11 break;
7: 8 count++;
8: 9 10 if (count>9)
9: return ERROR;
10: 3 }
11: 12 number=10*number+count;
12: 13 14 if (symbol==STOP)
13: return (number) ;
14: 2 }
15: }

17p=12(3457810)°345789
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r y ’ , I I : l/.; 4
REepreZentatywnosec

0

ead (x0, y0)

S if (x<v)then <xy-x> else <x-y,v>
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) : : i
Obserwowalnosc

A A

>
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Powtarzalnosc
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REJESLTAC]ARVAIIKGW,

(3

Yun ek L ko .
S PUnNKt kontroiny
— statyczny (“wkompilowamy®)
— dyhamiczny (przerwanie)
) |'r)g_‘
— scentralizowany
= FroZproszony

» o Analiza wynikow
— on-line (detekcja stanu lub zdarzenia),

— off-line (% wypelnienia testu, lokalizacja btedu)
} — replay (wizualizacja, odtwarzanie stanu)

>
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Tryby wykonania
scenariuszy

sHlosowy
s nadzorowany.
o deterministyczny

recvi 221 O
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st One-thread=-One-time(Otot):
wykrywanie WySCcIgow.
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siviany=threadszOne-timeiVitot)-
monitorowanierstanow giobalnych
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shOne-thread=Many=times(Otivit):
testowanie sciezki procesu
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ssiViany-threads=NMany-timesNIVitivit):
monitorowanierzdarzen

7
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InStiimentacjaikod i
STOUOWISKS

- mcast[0,21]
- recv{1,3]

.,ta.mll T ..-.ta.l‘tlll

l ]

—"_--
.|
Al

Lrecyl ‘[ recvyl '-I

mcant _hl
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Efekt probnika

spawnl 31 (e

@ [
mcasti2l () _—
i a

recvi 31

mcast 261

.caklocenie relacji

recv221 (4 CZasowych przez
instrumentacje kodu (ang.
probe-efiect)
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LUK

(—

1=zl Lot

Nagliowek:
— untkatowy identyfikator
— komentarz
— rekordy zapisu czynnosci I zdarzen

Rekord:
— data, czas, ID przypadku testowego
— zdarzenie, stan lokalny , kontekst

Zdarzenie:
— wykonana instrukcja, sygnat, wyjatek,
zmiana wartosci

Stan:
— zawartosc¢ pamieci obiektu

Kontekst:
— historia, warunek rejestracji, stan globalny
© Bogdan Wiszniewski, 2024




s Potencjainesmiejscawystepowania
dow:

-
2
]

—NInStrukcjerarytmetyczne; podstawienia;
— obliczanie warunku,
onwersja typu, parametry wywoiania,
wywofiania (i powroty z) funkcji/procedur,
Zzmienne dynamiczne,
obstuga diagnostyki systemowej,
pakowanie/rozpakowywanie komunikatow,
znakowanie komunikatow,
} wyscigi,

dopasowanie akcji komunikacyjnych

>
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>

Lokalizacjarhiedow,

(1) Wiedzizé, 22 progrum 1 b,

nie ggnuegn wiedzieé co g0 powoili]

<)

ssUruchamanie (ang. debugging):
— Post-mortem, zrzut (ang. core dump),
— Log (ang. trace file
— Budowanie hipotezy
— Eliminacja hipotez

o Narzedzia:

>
>

— Wydruki kontrolne

— Pulapka dynamiczna (ang. breakpoint
trap)

— Replay
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- J

SZNNOZIIANICZ

-

CeSLowarniia:

>

Programisciipopeiniajarbiedy gdy tworzac
program nie sgiw staniezapamietac wszystkich
SZCZe _JJ.L)J‘] potrzebnychido tego by tuczynic go

Nie ma programow bez biedow, sa tylko zle
testowane

Programy o dowiedzionej poprawnosci moga
zawierac biedy

Prawidiowe zachowania mozemy brac za biedne
(i odwrotnie)

Bledy ujawniaja sie przez caly czas zycia
programu
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